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1. Goal
With every new generation of semiconductor
device
manufacturing
process,
further
miniaturization is realized and more complex
designs enabled. Ultimate-CMOS and post-CMOS
technologies promise integrating trillions devices
in a single die, leading to single-chip massively
parallel architectures comprising thousands
interconnected processors. While this is meant to
increase functionality and performance of the
target electronic product, but it makes the new
chips more susceptible to defect, and result in
fabrication yield, life-span, and reliability
challenges. It has adverse impacts on:
§ Timing skews
§ Process, voltage, and temperature (PVT)
variations
§ Circuit aging caused by hot carrier injection
(HCI), negative-bias thermal instability (NBTI)
§ Sensitivity to electro-magnetic interferences
(EMI) causing cross-talk and ground bounce
§ Sensitivity to radiation causing single-event
effects (SEUs, SETs)
§ Power dissipation and thermal constraints
These
issues
are
becoming
the
main
showstoppers in the path leading to these
technologies.
The resulting high defect levels, heterogeneous
behavior of identical circuit nodes, circuit
degradation over time, and integrated circuits
complexity, affect adversely fabrication yield and
reliability.
Cells
(On-Chip
Self-healing
Tera-Device
Processors) project comprises several techniques
spanning at all levels of the system: circuit,
processor/architectural,
routing
and
taskscheduling/allocation. Innovations are introduced
at all levels of this framework, including its overall
architecture, its particular components, and the
way the cooperation of these components is
architected to optimize the outcome. Cells
addresses the several issues related to ultimate
CMOS and post CMOS massively parallel TeraDevice processors, such us:
§ After fabrication, all processing and routing
nodes may be affected by some temporary
faults such as delay faults, or clock skews.
§ Fabrication faults altering persistently the
circuit behavior may affect one or more regular

blocks (RAMs, FIFOs, buses) in a large
fraction of nodes. Such faults may also
frequently occur during product life.
§ Fabrication faults altering persistently the
behavior of irregular blocks (thus difficult to
repair) may affect a significant portion of
nodes. Such faults may also frequently occur
during circuit life (e.g. every few days), and
thus during application execution.
§ New timing faults induced by circuit aging, as
well as soft errors (SEUs and transients) may
frequently occur during circuit life (and thus
during application execution).
§ Circuit degradation is continuous and requires
continuous self-regulation of circuit parameters
(clock-frequency, voltage levels, body bias), to
maintain operational each processor node.
Reducing Rollback Cost in VLSI Circuits to
Improve Fault Tolerance:
In nanometer technologies, circuits are more and
more sensitive to various kinds of perturbations.
Alpha particles and atmospheric neutrons induce
single-event upsets, affecting memory cells,
latches, and flip-flops. They also induce singleevent transients, initiated in the combinational
logic and captured by the latches and flip-flops
associated with the outputs of this logic. In the
past, the major efforts were related on memories.
However, as the whole situation is getting worse,
solutions that protect the entire design are
mandatory. Solutions for detecting the error in
logic functions already exist, but there are only
few solutions allowing the correction, leading to a
lot of hardware overhead in non-processor design.
In Cells project, we present a novel technique that
includes several hardware architectures and an
algorithm for their implementations, which reduces
the cost of rollback in any kinds of circuit.
Designing reliable cores in ultimate CMOS and
beyond: A double sampling solution:
The double sampling paradigm is an efficient
method to protect the circuits against soft-errors.
But the data that are going out of the area
protected by double sampling are still vulnerable.
In Cells project we proposed an architectural
solution that uses three latches to remove those
constraints and protect the area outside the
double sampling domain without adding a buffer
stage.
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Robust Routing Solutions for TSV-Based ThreeDimensional Networks-on-Chip:
3D integration opens up new opportunities for
future many-cores by enabling fast and highly
scalable 3D Network-on-Chip (NoC) topologies.
However, in an aim to reduce the cost of Throughsilicon via (TSV), partially vertically connected
NoCs, in which only a few vertical TSV links are
available, have been gaining relevance. To
reliably route packets under such conditions, we
introduce a lightweight, efficient and highly
resilient adaptive routing algorithm targeting
partially vertically connected 3D-NoCs. It requires
a very low number of virtual channels (VCs) to
achieve deadlock-freedom (2 VCs in the East and
North directions and 1 VC in all other directions),
and guarantees packet delivery as long as one
healthy TSV connecting all layers is available
anywhere in the network. For Cells project, an
improved version of our algorithm is also
developed and shown to dramatically improve
performance under low TSV availability while still
using less virtual channels than state-of-the-art
algorithms. A comprehensive evaluation of the
cost and performance of our algorithms is
performed to demonstrate their merits with
respects to existing solutions.
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1. Context and goals
Ionization resulting from charged particles present
in the environment where integrated circuits
operate may result in a wide range of
consequences gathered under the acronym SEE
(Single Event Effects) and classed as soft and hard
errors. Soft errors are the consequences of the
modification of the contents of memory cells. The
evaluation of the sensitivity of a given technology is
mandatory to cope with this problem.
A common strategy to save power in modern
electronic devices consists in reducing the power
supply value to the lowest possible value that allow
retaining information. This is known as Dynamic
Voltage Scaling (DVS). Although said threshold
value depends on the technology miniaturization, in
practical it means that the power supply can drop
from 3.3 V (nominal voltage) down to, e.g., 0.6 V.
However, the main drawback of this approach is
that it leads to an increase of the soft-error rate of
the devices in such a way that even low-energy
particles can induce single events.
In order to understand this phenomenon, TIMA/RIS
collaborates with GHADIR (Group of Dynamically
Reconfigurable Hardware) research group in UCM
(Universidad Complutense de Madrid) since 2013.
Other organisms / companies involved in this
research line are ONERA (Office National d'Etudes
et de Recherches Aérospatiales) at Toulouse in
charge of modelling, simulations and predictions,
and Cypress Semiconductor (US), who has
provided proprietary information about the layout of
the DUTs (Devices Under Test). CMOS COTS
Cypress 130 nm, 90 nm and 65 nm SRAMs, as
well as Renesas’ 110 nm SRAMs have been tested
under neutron radiation [1, 2]. The latter is softerror free, according to the manufacturer.
Another challenge that arises is the correct
interpretation of the results of a radiation campaign.
More specifically, Single Bit Upsets (SBUs) and
Multiple Cell Upsets (MCUs) must be correctly
extracted from the bulk of bitflips. Even if an
accurate methodology is used for this purpose,
there is still a problem: the accumulation of errors,
which might lead to think that 2 independent (and
nearby) SBUs are part of the same MCU. To cope
with this problem, a methodology has also been
developed to estimate how the measured multipleevent cross sections must be corrected to remove
the overestimation due to false events [3].
Radiation campaigns were carried out in the
GENEPI-2 (GEnérateur de NEutrons Pulsés
Intense) facility, which is a neutron accelerator

located at Laboratoire de Physique Subatomique et
de Cosmologie (LPSC, Grenoble - France). It
produces 14.2-MeV neutrons that are produced
under the impact of a deuteron beam onto a tritium
(T) or deuterium (D) target by fusion reactions
(Figure 1). The DUT faces the centre of the beam
line at a distance adjusted to the desired neutron
flux. Typically the DUT is placed to reach a neutron
7
-1
-2
flux of ~2.10 n.s .cm . Under these conditions,
10
11
the DUT is exposed to a dose of ~10 -10
neutrons within one hour.

Figure 1: The GENEPI-2 neutron facility

GENEPI-2 was proved to be an efficient irradiation
facility to study the neutron impact on integrated
circuits: relevant statistics on induced SEUs can be
reached within five minutes. This irradiation flux is a
significant improvement with respect to the
radiation values previous to the facility upgrade that
was carried out recently.
2. Recent outcomes
The following 2Mx8-bit SRAMs from Cypress
Semiconductor and Renesas were tested:
– CY62167DV30LL: 130 nm (Cypress Semic.)
– CY62167EV30LL: 90 nm (Cypress Semic.)
– CY62167GE30-4: 65 nm (Cypress Semic.)
– RMLV1616AGSA-5S2: 110 nm (Renesas)
Results obtained for SRAMs at ultra-low bias
voltage
Experimental results clearly indicate that the softerror cross sections increase as the power supply
value decreases [1]. Figure 2 presents the raw
numbers of bitflips that were found, although a finer
analysis distinguishing MCUs and SBUs was also
carried out in that work (not included in this report
for simplicity). Events with larger multiplicities were
very common for the 90-nm SRAM, but much less
likely in the other ones (see the peaks between 1,5
and 2,0 V for that SRAM in Figure 2). Also, the softerror cross sections show a sensitivity decrease as
the technology shrinks (this can also be observed
in Figure 2, roughly).
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isolated SBUs, along with clusters of errors that
were only visible at low bias voltages (which were
named “Low Voltage Stuck Bits”) were observed.
There is a slight difference in the signature of these
errors between the new device and the previous
one. Indeed, in the 150-nm device, said errors
usually occurred at ultra-low bias voltages, close to
the retention limit. On the contrary, in the new
model, the phenomena occur at intermediate
voltages. As Renesas has not yet provided
information about the internal structure of the
device, these phenomena will be postulated in the
near future.
Figure 2: Errors observed at different voltages (taken from [1])

The classification of the different kinds of errors
was done by using proprietary information provided
by Cypress Semiconductor. Another important
detail is that the 65-nm device has Error Correction
Code (ECC) that had to be deactivated for a better
interpretation of the experiments.
The results from the experiments were used to
feed simulation tools developed by ONERA that
allowed estimating the expected number of errors
due to radiation in several natural environments
such as sea level or high-altitude flights. Matching
between predictions and experimental results was
almost perfect.
Experiments also showed that micro latch-ups and
SEFIs (Single Event Function Interrupts) may occur
in these SRAMs at intermediate voltages (1.1-1.7
V) yielding strange of errors on the order of 25
bitflips and MBUs (see Figure 3). This
phenomenon was not observed neither at nominal
voltages (~3.3 V) nor at ultra-low ones (~0.5 V).

SBU/MCU refinement technique
Finally, it is well known that, if a radiation-ground
experiment has enough bitflips, it is possible that
unrelated addresses affecting nearby cells are
erroneously taken as a multiple event. We have
also studied radiation experiments as a special
case of the urn-and-balls problem in probability
theory to estimate how the measured multipleevent cross sections must be corrected to remove
the overestimation due to the false events [3]. That
work proposes equations to estimate the number of
false MBUs and 2-bit MCUs.
These equations were verified with Monte-Carlo
simulations, where only SBUs occurred randomly
in all the SRAM. The match between the
predictions of the equation and said simulations
was perfect (Figure 4, referring to the Manhattan
Distance, a metric to group bitflips into MCUs).

Figure 4: Monte-Carlo simulations vs. predictions of false
MCUs, when using Manhattan distance metric (taken from [3])
Figure 3: Errors affected by MBUs and SEFIs (taken from [1])

Concerning the RMLV1616AGSA-5S2 SRAM, an
old version of this device (CMOS 150-nm) was
tested in previous campaigns. Recently, a more
advanced model was released by Renesas in
CMOS 110-nm technology, so different samples
were purchased and tested with nominal and low
bias voltages (from 0.5V to 3.3V). Experimental
results seem to show that, at nominal voltage, this
SRAM is extremely tolerant to 14-MeV neutrons,
backing up the manufacturer’s claim of being softerror free at typical environments. However,
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1. Introduction
For selecting the appropriate device intended to be
implemented in a system operating in harsh
radiation environment, it is imperative to evaluate the
SEE sensitivity of the candidates, and then to
establish a trade-off between costs and reliability
depending on the application and the operating
environment. However, the evaluation based on
dynamic radiation tests is costly in terms of time and
money. For this reason, a prediction approach is
required. Furthermore, the widespread use of
multi/many-core processors in embedded systems
requires a prediction error-rate suitable for these
devices.
This work proposes an error-rate prediction
approach and the evaluation of the sensitivity of
applications implemented in multi and many-core
processors
exposed
to
harsh
radiation
environments. To validate the generality of this
approach, three different Commercial-Off-The-Shelf
devices were targeted aiming at representing the
most relevant technological and architectural
aspects of multi/many-core processors: the
Freescale P2041 quad-core processor, the
Adapteva Epiphany E16G301 microprocessor and
the Kalray MPPA-256 many-core processor. The
Single Event Effect (SEE) sensitivity evaluation and
the error-rate prediction was accomplished by
combining radiation experiments with 14 Mev
neutrons in particle accelerators to emulate a harsh
radiation environment, and fault injection in cache
memories, shared memories or processor registers,
to emulate the consequences of Single Event Upset
(SEU) in the program execution.
2. Error-rate prediction approach
The proposed approach is based on the principles of
the Code Emulating Upset (CEU) approach. Up to
now, the CEU approach has been successfully
applied and validated for mono-core processors.
However, the complexity of the processors has
significantly increased due to the manufacturing
technology, device architecture, number of cores,
interconnections, functionalities, etc. Therefore, it is
reasonable to validate a new approach for complex
devices such as multi/many-core processors. Due to
the large number of functionalities and pins that
complex processors implement, it is not further
possible to use the ASTERICS platform for injecting

fault in this kind of devices. It is thus convenient to
extend the CEU approach to multi/many-core
processors benefiting of the multiplicity of cores by
using one of them as fault injector while the others
execute the chosen application. In order to isolate
the fault injector, the device has to be configured in
Asymmetric multi-processing mode. For performing
the fault-injection, inter-core interrupts are used.
Considering the architecture of the multi/many-core
processors, this work proposes the addition of
derating factors to the contribution of shared and
cache memories for improving the accuracy of the
prediction. These factors depend on the memory
used by the application and the exposure time to
radiation of shared and cache memories. By adding
these derating factors, the equation that defines the
approach is the following:
τ"#$ = τ'() ∗ σ",-,./ ∗ Mf ∗ Etf
Where τinj is obtained from fault injection campaigns.
It is defined as average number of injected faults
needed to cause an error in the result of the
application. σ",-,./ is obtained from radiation tests
and provides the average number of particles
needed to cause a bit-flip in the device memory
cells. Mf is the memory utilization factor. It is the
amount of memory used by the application with
respect to the total memory of the device. Lastly, Etf
is the exposure time factor, which is applied when
the multi/many-core processor performs as a coprocessor of a development board and in order to
log the results, it needs synchronization between the
co-processor and the Host.
3. Evaluation of the target devices
Freescale P2041
This device is a quad-core processor manufactured
in 45nm SOI technology which implements ECC and
parity in their cache memories. Obtained results
from the evaluation of the P2041 multi-core
demonstrate that fault injection allows identifying
vulnerabilities in the application, and improving the
programming strategy for reducing the impact of
faults in the results. From the static test, it was
confirmed that SOI process technology is more
robust than traditional bulk CMOS. On the other
hand, dynamic tests have demonstrated that in spite
of the parity and ECC protection mechanisms, there
were errors in the result of the application caused by
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MBUs in the address tags and data array. Finally,
results show an underestimation of the predicted
error-rate, since not all sensitive zones were
targeted during the static test and fault injection
campaigns. Furthermore, the implementation of
ECC and parity in the device’s cache memories may
affect the error-rate prediction.
Adapteva Epiphany E16G301
This microprocessor is manufactured in 65nm
CMOS process which integrates 16 processor cores
and do not implement any protection mechanism.
From its evaluation, it can be seen that the proposed
approach was effective for predicting the application
error-rate. The fact that this device does not
implement protection mechanisms has allowed a
good estimation of the error-rate, confirming that
protection mechanisms affect the testing and errorrate prediction. During the dynamic radiation test,
input matrices were also checked to identify silent
faults. It was done in order to obtain the
experimental error-rate of the application which has
a good correlation with the error rate obtained from
fault injection.
Kalray MPPA-256
The
MPPA-256
many-core
processor
is
manufactured in 28nm TSMC CMOS technology
which integrates 16 compute clusters each one with
17 processor cores, and implements ECC in its
static memories and parity in its cache memories.
Its evaluation shows that both, ECC and interleaving
implemented in the SMEMs of the clusters are very
effective to mitigate SEU type errors, since all the
detected SEUs in the SMEMs were corrected during
the static test. In addition, dynamic tests have
demonstrated that by enabling the cache memories
it is possible to gain in application performance
without a reliability penalty, since cache memories
implement an effective parity protection. Regarding
the radiation experimental results, the prediction of
the error-rate was based only on registers’
contribution since they do not implement any
protection mechanism. Despite the complexity of this
many-core processor, the prediction of the error-rate
has a small underestimation that confirms the
applicability of the approach to these devices. The
possible reasons for this underestimation are: only
accessible registers were targeted, communication
infrastructure was not targeted, protection
mechanisms may affect the error-rate prediction.
Table 1 shows a summary of the neutron radiation
experiments targeting the three multi/many-core
processors.
DEVICE
Freescale P2041
Adapteva
E16G301
Kalray MPPA-256

8.51x10@A

Measured
error rate
2
[cm /device]
4.25x10@A

Predicted
error rate
2
[cm /device]
3.27x10@A

9.27𝑥10@H

4.63x10@H

4.02x10@H

12.71𝑥10@A

5.78𝑥10@A

4.73x10@A

𝝈𝑺𝑻𝑨𝑻𝑰𝑪
2

[cm /device]

4. Future work
The current work has presented a first insight in the
vast study of the sensitivity to radiation of multi-core
and many-core processors. For continuing with this
work, the following topics can be explored: validation
of the proposed approach using different
programming models, validation of a real space
application, validation by exposing to heavy-ions,
evaluation of the communication infrastructure, and
application of redundancy techniques to improve the
reliability of the device.
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cores comprising the device. It is important to note
1. Introduction
that each partition can be configured in bare-metal
or with an independent OS.
Multi-core and many-core processors are a
promising solution to achieve high performance by
In bare-metal, no OS is used, then the programmer
maintaining a lower power consumption. However,
uses the functions provided by the manufacturer to
the degree of miniaturization makes them more
access hardware resources. There is no abstraction
sensitive to soft-errors. To improve the system
layer from the hardware architecture.
reliability, this work proposes a fault-tolerance
Furthermore, it is proposed for critical functions that
approach based on redundancy and partitioning
N partitions with the same configuration participate
principles called N-Modular Redundancy and Min an N-Modular redundancy system. Thus, several
Partitions (NMR-MPar). By combining both
partitions execute the same application, and the
principles, this approach allows multi-/many-core
results are used by a voter to build a fault-tolerant
processors to perform critical functions in mixedsystem. The voter system can include one or more
criticality systems. Benefiting from the capabilities of
cores of the device, or an external one if desired.
these devices, NMR-MPar creates different
Depending on the partition of the device, several Npartitions that perform independent functions. For
modular redundancy systems may run on it
critical functions, it is proposed that N partitions with
concurrently. Figure 1 illustrates an example of this
the same configuration participate of an N-modular
approach implemented on a multi-core having 16
redundancy system. In order to validate the
processor cores. The example establishes seven
approach, a case study is implemented on the
partitions (M = 7). Partitions P0-P2 are quad-core,
KALRAY Multi-Purpose Processing Array (MPPA)while P3-P6 are mono-core. The quad-core
256 many-core processor running two parallel
partitions are part of a TMR system. Each one of
benchmark applications. The traveling salesman
them runs in SMP mode executing the parallel
problem and matrix multiplication applications were
Application 1. On the other side, mono-core
selected to test different device’s resources. The
partitions (P3-P5) are part of another TMR running
effectiveness of NMR-MPar is assessed by
Application 2. The last mono-core partition P6 is the
software-implemented fault-injection. For evaluation
voter of both TMRs.
purposes, it is considered that the system is
intended to be used in avionics. Results show the
The latter is configured in bare-metal to reduce the
improvement of the application reliability by two
use of resources, minimizing the impact of faults. By
orders of magnitude when implementing NMR-MPar
using this approach, temporal and spatial isolation of
on the system. Finally, this work opens the
the applications is guaranteed by this type of
possibility to use massive parallelism for dependable
partitioning. The security of each partition against
applications in embedded systems.
unauthorized access and data modification can be
obtained by the configuration of the system.
2. N-Modular Redundancy and M-Partitions
approach
3. Case-Study: NMR-MPar Implemented on the
MPPA-256 Processor
The partitioning principle is used to create different
partitions that co-exist in the same device. This is
This case-study implements the NMR-MPar
typically done by the hypervisor, which provides
approach to improve the reliability on parallel
virtual CPUs to each partition. In contrast, the NMRapplications running on the MPPA-256 many-core
MPar approach proposes a physical resource
processor. The latter is a clusterized device that
distribution to each partition, to minimize the
implements two Input Output cluster (IOs) for
propagation of faults producing dysfunctions in other
external communication and minimal processing and
resources or cores. Each partition can be setup as a
sixteen Compute Clusters (CCs) exclusively for
mono- or multi-core running on different
processing. The IO cluster is comprised by eight
multiprocessing
modes:
Asymmetric
Multicores called Resource Managers (RMs), while each
Processing (AMP) or Symmetric Multi-Processing
CC consists of one RM in charge of managing the
(SMP) mode with different programming models:
resources and sixteen Processing Engines (PEs)
bare-metal, OpenMP, Portable Operating System
cores for computing. Both types of clusters include a
Interface uniX (POSIX), etc. Consequently, there is
private Static Memory (SMEM). The intra-cluster
a considerable versatility for the system
communication is achieved by buses, while the interconfiguration that is enhanced by the number of
cluster communication is performed by using two
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Network-on-Chips (NoCs). The great configuration
flexibility of the MPPA allows running independent
applications per cluster or programming multi-cluster
applications in a classic master/slave scheme,
where the IO cluster performs as the master. For
inter-cluster communication, the manufacturer
provides a library with a set of functions for data
exchanges through the MPPA NoC. Since, the
MPPA is a coprocessor, a CPU host (HOST) is
needed to manage it. The communication between
the HOST and the MPPA is achieved using specific
drivers provided by the manufacturer. Two types of
distributed applications were evaluated: CPU-bound
and memory bound, the Traveling Salesman
Problem (TSP) and the Matrix Multiplication (MM),
respectively. The importance of selecting two
different natures of application lies in testing different
complementary on-chip resources, which allows
verifying the effectiveness of the approach under
different scenarios.
4. Results
The validation of the proposed approach was done
by SWIFI, which is a useful technique to emulate
SEU effects. The adopted approach was proven in
our previous works concerning fault-injection for
multi-core processors. It is important to note that the
objective of this approach is to reproduce the SEUs
effects, which are bit-flips in memory cells caused by
natural radiation. This case-study implements one
core of the device as the fault-injector, the RM3 core
being of IO Cluster 0. Fault-injection campaigns for
both applications are devoted to inject faults in the
General Purpose Registers (GPRs) and 15 System
Function Registers (SFRs) of the PEs belonging to
the compute clusters. The fault-injection campaigns
consider the emulation of one SEU per execution.
For the scenario including a supervisor, only the
runs resulting in exceptions with the same faultinjection parameters were re-executed, this to
evaluate the behavior of the system in this scenario
under the same conditions. It was thus necessary to
inject 204 additional faults in the TSP and 4393 in
the MM. Results show that the number of exceptions
was drastically reduced from two hundred four to
one and from four thousands three hundred ninety
three to one hundred forty one, respectively. The
details regarding the exceptions for both scenarios
are summarized in following table.
Scenario

Core
Stuck

Segmentation
Fault

TSP-no-tty

39

165

TSP-tty
MM-no-tty
MM-tty

0
402
0

0
3948
95

Device
Exit
0

Total
Exceptions

1
43
46

1
4393
141

204

Table 1: Exceptions produced by fault-injection
on the 4MR-8Par applications

5. Future work
The NMR-MPar can be implemented in other multi/many-core processors, the implementation being
specific for each device. Evaluation results of the
implemented case study are encouraging since they

open the possibility to use massive parallelism for
dependable applications in embedded systems.
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1. Introduction
Multicore processors are a suitable solution for
achieving high performance and reliability without
increasing significantly the power consumption. Its
processing capacity and redundancy capabilities
make them appropriate devices for implementing
fault-tolerant mechanisms [1, 2]. Hence, avionic
industries are interested in incorporating these
devices in their systems [3]. However, the high
degree of miniaturization (nanometer-scale) of
multicores increases their vulnerability to the
effects of natural radiation. This radiation may
result in transient and permanent failures called
single event effects (SEEs). Among them, the
single event upset (SEU) is the most
representative, since it may produce the
modification of the content of a memory cell [4].
For this reason, manufacturers are enhancing
fabrication processes and architectural designs.
Silicon-on-Insulator (SOI) is a clear example of
technology improvements, implemented to face
traditional bulk CMOS drawbacks [5, 6]. Radiation
hardening by design (RHBD) techniques are also
used to mitigate SEU consequences [7]. The
implementation of error correcting codes (ECCs)
and parity to protect the internal memory of the
processors is useful but not enough in presence
of multiple bit upsets (MBUs). Another well-known
RHBD technique is the triple modular redundancy
(TMR) which significantly improves the reliability
of the system. Nevertheless, having more robust
or dedicated components implies a considerable
increase in costs. Consequently, an important
challenge for aircraft industries is the integration
of commercial-off-the-shelf (COTS) multicore
processors due to budget and availability issues
[8]. The current work assesses the effects of
neutron radiation on a multicore processor which
does not implement protection mechanisms in its
internal memories. This is achieved by means of
two accelerated radiation experiments. The first
one aims at evaluating the device (hardware)
sensitivity, while the second one evaluates the
application (software) sensitivity. Part of the
results of current research has been presented in
[9].
2. Methodology
Accelerated radiation ground testing allows
performing the analysis of the sensitivity to
radiation of electronic devices through artificial
radiation environments. It is the fastest way to

obtain statistically meaningful data in a short
period of time, since the more particles hit the
component, the more SEEs are observed [16].
The reproducibility of the experiment is also
another major advantage of this strategy.
Consequently, this work considers two models of
tests for evaluating the sensitivity of a multicore
processor: a static test in order to obtain the
intrinsic sensitivity of the device’s memory cells
and a dynamic test for evaluating the dynamic
response of the implemented application [17].
In this work, experimental tests have been
conducted with 14MeV neutron radiation to
emulate the effects of high-energy neutrons
present at avionic altitudes, since neutrons are the
most representative particles in the Earth’s
atmosphere. Reference [18] discusses the
relevance of using the 14MeV neutron test to
characterize the SEU sensitivity of digital devices.
Sections 3 and 6 of the JESD89A document of the
JEDEC standard were used as a base protocol for
the experimental tests [19].
Static Test. This test aims at estimating the
intrinsic sensitivity to SEE of the memory cells of a
processor. The device under test (DUT) is placed
facing the center of the target perpendicularly to
the beam axis at a distance depending on the
required radiation flux. Typically, the method
consists in writing a predefined pattern in the
memory and accessible registers of the processor
via the instruction set (load and store). Once
finished the initialization, the DUT is irradiated and
the program checks periodically the memory
locations along the radiation test to detect upset
events. If an upset is detected, the program writes
the correct pattern in the associated memory
location and logs the results to an external host
via Ethernet ports.
During the static test, all the sensitive zones are
exposed to radiation at the same time, which do
not represent the real behavior of the circuit since
not all the memory resources are used
simultaneously when an application is executed.
For this reason, the static test provides the worstcase estimation of the device sensitivity. As a
result of this test, the static cross section (σSTATIC)
of the device is obtained. It is defined as the
number of detected upset events divided by the
fluence, which is the neutron flux integrated in
time.
The elementary data pattern for memory circuits is
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a logical checkerboard. All zeros and all ones is
also a common pattern used during the radiation
test. However, some memories such as DRAMs
usually have a favorite error failure, either 0->1 or
1->0. For this reason, for testing when there is no
a priori information about the component, the test
pattern have to balance the number of 0’s and 1’s.
Thus, the selected pattern for the static test was
0x55AA55AA.
Regarding the exposure time to radiation of the
device, it is important to consider that the
probability of having an upset event during a given
period of time is a stochastic process that follows
a Poisson distribution. Thus, the waiting time
between the read operations in the static test can
be validated by analyzing the distribution of the
number of events per unit of time. If the obtained
distribution does not follow the Poisson law, the
waiting time should be adjusted.
Dynamic Test. The goal of this test is to estimate
the SEE dynamic response of an application
running on a processor. As a result of the
experiment, the dynamic cross section (σDYN) is
obtained. Unlike the static test, it only evaluates
the memory cells used by the application. The
method consists in the periodical execution of an
application while the processor is being irradiated
to induce SEE. Once finished each execution of
the program, results are compared with a set of
correct values previously obtained, in order to
detect errors. The experiment is launched and
monitored using a host computer located outside
the armored chamber. The communication
between the external host and the Parallella host
is achieved by means of the Ethernet port using
the Linux ssh communication command. All
detected errors are logged and transmitted to the
external host which stores the results.
3. Results
Radiation experiments performed on the Epiphany
E16G301 are very interesting compared to similar
works targeting other multicore processors, since
errors produced by SEE are clearly identified as
they are not masked by protection mechanisms
such as ECC or parity. This fact allows a better
analysis of the behavior of the device in presence
of SEEs.
Concerning the limitations of the experiments,
there are two points to consider:
(i) The E16G301 processor does not have direct
access to printf function for logging results. For
this reason it has to write the information about
observed events in the external DDR memory of
the board. *is information is logged by the host
processor (ARM).
(ii) The physical distance between the E16G301
multicore and the host processor in the Parallella
board is less than one centimeter. It was thus
necessary to limit the neutron flux for avoiding

particles affecting the host processor and other
circuitries.
Experimental Setup. The DUTwas placed at a
distance of 38.5 ± 0.5cm to the target. The
neutron beam energy was 14MeV with an
4
estimated flux of 7.2 x 10 n·cm−2 ·s−1 with an error
4
of ±0.1 × 10 n·cm−2 ·s−1. Special attention was
required to protect the rest of the platform
components from radiation. For that, the E16G301
multicore was irradiated through a small window
on a 5 cm thickness polypropylene block intended
to protect the readout platform.
SEE Type
SBU
MCU (2)
SEFI
Total

Test 1
29
1
3
33

Test 2
17
5
2
24

Test 3
23
1
0
24

Consequences
Bit-flip
Bit-flip
Hangs
—

Table 1: Results of the static radiation test campaigns

4. Future work
The Adapteva Epiphany multicore processor will
be proposed to be used for image processing in a
military aircraft. In parallel, another module
containing the Epiphany processor will execute a
memory-bound application in order to detect
SEUs produced in real operating environment.
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1. Introduction
Currently, there is a special interest in validating
the use of Commercial-Off-The-Shelf (COTS)
multi/many-core
processors
for
critical
applications thanks to their high performance, low
power consumption and affordability. However,
the continuous shrinking of transistor geometry
and the increasing complexity of these devices
dramatically affect their sensitivity to natural
radiation, and thus diminish their reliability. One of
the most common effects produced by natural
radiation is the Single Event Upset which is the
bit-flip of a memory content producing unexpected
results at application-level. For this reason,
manufacturers and users implement hardware
and software error-mitigation techniques on
multi/many-core processors. In this context, the
present work aims at evaluating a new faulttolerance approach based on N-Modular
redundancy (NMR) and partitioning called NMRMPar by means of 14 MeV neutron radiation
ground testing in order to emulate the effects of
high-energy neutrons present at avionics
altitudes. For evaluation purposes, a case-study is
implemented on the 28 nm CMOS KALRAY
MPPA-256 many-core processor running two
complementary benchmarks applications: a
distributed Matrix Multiplication and the Travel
Salesman Problem. Radiation experiments were
conducted in GENEPI2 particle-accelerator.
The correctness of the results of the application
when an error s detected confirms the approach’s
effectiveness and boosts their usage on avionics
applications.
2. Materials and Methods
The selected device is the KALRAY MPPA-256
many-core processor due to its advanced CMOS
28 nm manufacturing technology and its
architecture, which is similar to the Shen Wei
SW26010 (260 cores) many-core processor,
which is the base processor of the second
TOP500 super computer list (June 2018). In
addition, the MPPA many-core is focus of interest
of embedded community to study the possibility of
its use in critical real-time embedded systems. For
instance, CAPACITES is a project that gathers

French academics and industrial partners to
analyse the possibility of using MPPA many-core
processors for critical embedded systems.
The MPPA-256 considered in this work is the
second version called Bostan. This processor is
manufactured in TSMC CMOS 28HP technology.
The processor operates between 100 MHz and
600 MHz, for a typical power ranging between 15
W and 25 W. Its peak floating-point performances
at 600 MHz are 634 GFLOPS and 316 GFLOPS
for single and double-precision respectively. It
integrates 256 Processing Engines (PEs) cores
and 32 Resource Managers (RMs) cores
distributed in a clustered architecture. All cores
are based on the same VLIW 32-bit/64-bit
architecture. The MPPA-256 comprises two Input
Output cluster (IO) for external communication
and minimal processing, and sixteen Compute
Clusters (CC) exclusively for processing. The
communication intra-cluster is achieved by buses
while the communication inter-cluster is performed
by a wormhole switching network-on-chip (NoC)
with 32 nodes and a 2D torus topology.
This work proposes the use of two types of
distributed applications: a CPU-bound and a
memory-bound.
The
selected
CPU-bound
application is the Traveling Salesman Problem
(TSP), a Non-deterministic Polynomial (NP) hard
problem very used for evaluating computing
system optimization. This application aims at
finding the shortest possible route to visit n cities,
visiting each city exactly once and returning to the
departure city. To solve the problem there are
several proposals. This work uses a brute force
exact algorithm based on a simple heuristic. The
implemented version of TSP on the MPPA by
authors of was used as a basis. The light dark
format in the illustration of the solution means that
this possible route was not completely explored. It
was discarded when the algorithm arrive to city 4,
because the path distance until this point (65) is
larger than other complete solution (62).
On the other hand, the Matrix Multiplication (MM)
was chosen as memory-bound application. The
MM is widely used for solving scientific problems
related to linear algebra, such as systems of
equations, calculus of structures and determinants
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among others. Concerning avionic applications,
MM is used for image processing, filtering,
adaptive control, and navigation and tracking. In
addition, the parallelism of MM is one of the most
fundamental problems in distributed and HighPerformance Computing. There are many
approaches proposed to optimize performance.
The present work implements the approach divide
and conquer. The selected application is a
collaborative 256 x256 matrix multiplication.

all the cases, by using the approach, the
application reliability was increased. The most
dangerous consequences “application erroneous
result” were masked, while timeouts and
exceptions were detected by the system.
Timeouts were produced when an IO Trap was
executed. The possibility of having IO Traps
depends on the use of the Resource Manager
cores of the IO Cluster. By minimizing its use, the
system reliability could be improved.

This work evaluates the fault-tolerance approach
called NMR-MPar under neutron radiation. This
approach uses redundancy and partitioning as
basic concepts to improve the reliability of
applications running on multi-core and many-core
processors. NMR-MPar takes advantage of the
multiplicity of cores to implement redundancy
techniques
that
allow
masking
faults.
Complementary, partitioning protects against not
authorized access and data modification by
temporal and spatial isolation of each partition.
The proposed approach was presented in a
previous work [17].
3. Results
Soft error consequences of the six scenarios are
illustrated in Figure 1. From the results, it is
possible to observe a different behavior of the
NMR-MPar depending on the application. For the
MM, all the errors were masked, while for the
TSP, there remain to be some timeouts and
exceptions that cannot be masked. This can be
explained by the fact that parity errors in cache
memories were not masked by the approach
since the memory was not invalidated. As it was
aforementioned, the default code for handlingtrap-code was not overwritten by the userprogrammed wrap-code, so when a parity error is
detected, the operating system produces a
timeout or an exception. Since the execution time
of TSP is larger than the MM, and the use of
cache memories is different because of the nature
of each application, TSP is more sensible to parity
errors in cache memories. Results show more
exceptions and timeouts for the TSP scenarios
solving the 17 cities problem caused by the longer
exposure time of the application which is around
seven times the other applications (TSP-16 cities
and MM).
Furthermore, an increase in the number of
exceptions when using NMR-MPar in the TSP-17
cities is observed. This can be explained by both
a longer exposure time and an increase in the
sensitive zone, so the possibility of having parity
errors in cache memories has increased.
Therefore, in order to decrease the number of
timeouts and exceptions of the application, it is
necessary that the handling-trap-code considers
the invalidation of cache memories when a parity
error is detected. This politic of invalidation should
be considered by manufacturers in proprietary
systems or by programmers in open systems. In

Figure 6: Comparison of the consequences
of the evaluated applications
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1. Context and goals
This project aims at building an On-Board
Computer (OBC) for nanosatellites applications
benefitting of the performances and faulttolerance possibilities offered by the many-core
processors. Indeed, in the average nanosatellites
have an expected lifetime of one year and a half,
but sometimes some nanosatellites live only a few
months. This situation can be explained by the
fact that OBC of nanosatellites are built from
circuits Commercial Off-the-Shelf (COTS) and
thus radiation effects may result in errors which
are not detected/corrected and can in some cases
make miss the satellite.
The continuous advances in integrated circuit
manufacturing technologies allow nowadays
building processors with a huge number of
computing nodes, which may be used to form
complete systems in a single chip. These circuits,
called many-core processors, enable the
implementation
of
parallel
or
distributed
applications with high computing power and
performance [1, 2]. This potential opens
interesting doors in a wide range of domain areas,
with special emphasis on aerospace projects,
avionics, scientific instrumentation, standalone
transport and the Internet of Things (IoT).
Miniaturization, however, has a significant impact
on reliability and this must be considered for any
application where failures can have critical
consequences. In fact, since the early 1990´s it
has been extensively studied and demonstrated
that integrated circuits are sensitive to the effects
of energetic particles (heavy ions, protons,
neutrons, etc.) present in the environment in
which they will operate [3]. This which in the past
strictly concerned space applications, due to the
high energies of the cosmic rays which can
perturb the functioning of the circuits, must
nowadays be considered for any application
implemented in circuits issued from advanced
nanometric manufacturing technologies, whose
failure can have critical consequences, even if it is
intended to operate in the Earth's atmosphere at
sea level. As an example it can be mentioned that
several experiments aiming to highlight this issue
were made in aircrafts, satellites and mountains,
by the scientific communities related to this topic
and as part of the researches of TIMA/RIS. These
experiments have shown that the reliability of

these components must be considered in any
application implemented in very advanced devices
such as multi and many-core processors [4, 5, 6].
Currently, tests performed in particle accelerators
are the standard way to estimate the sensitivity to
radiation of integrated circuits. This type of tests
were the objective of the last two doctoral thesis
developed and supported by TIMA/RIS and have
been focused on estimating the intrinsic sensitivity
of a many-core processors, the MPPA-256
(Massively Parallel Processor Array), produced by
Kalray (Grenoble, France). A deep study of fault
tolerance techniques that can be implemented,
benefiting from the multiplicity of cores was
achieved. It is important to mention that these
researches lead to the first references concerning
the radiation effects on a many-core processor
that were disseminated in the scientific community
related to the effects of radiation in circuits and
integrated systems [7, 8].
Due to the significant growth of academic
activities on nano-satellites, it was decided at
TIMA/RIS to objectively explore the possibility of
using many-core processors to implement the
OBC of a nano-satellite considering the effects of
radiation as a "threat" to reliability. This context
has motivated the objective of the OVNIPROM
(Ordinateur de Vol d'un Nanosatellite Implémenté
dans un Processeur Many-core) project, to
develop and validate the on-board computer of a
nano-satellite with the MPPA-256 processor,
including the fault-tolerance techniques necessary
to guarantee the useful lifetime and efficiency of
the mission. The advantages of MPPA-256
mentioned above are due to the fact that its a
computer performance to 0.7 Tera FLOP (FLOP:
floating-point operations per second).
2. Recent outcomes
The first year activities OVNIPROM were focused
to the development of a manual, which describes
in detail the programming environment of the
MPPA-256 through the Eclipse software [Java
Integrated Development Environment (IDE) and
C/C++] containing information necessary for
parallel and threaded programming of the MPPA256.
A bibliographic and technical review of different
On-Board Computer (OBC) commercial systems
was also carried out.
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Subsystems were studied to complement and to
integrate an OBC, such as energy control
(batteries and solar panels) and different
topologies of magnetorquer. A study was also
made on sensors (solar, temperature and
altitude), elaborating a library of available
electronic devices and circuits tolerant to
radiation.
3. Future work
Starting from a Kalray development kit, adapt its
configuration for the elaboration of an OBC,
adding interfaces and subsystems that allow its
application in the construction of a nano satellite.
Include fault-tolerant software and a real-time
communication system, e.g. DTN (Delay Tolerant
Network).
Implementation of an algorithm in MPPA-256 for
an Energy Efficiency system.
Projects will be carried out to make possible the
development of the nanosatellite and the
possibility of its launch in 2020 in collaboration
with the National Commission for Space Activities
of Argentina (CONAE).

Figure 2: Configuration of an OBC containing the MPPA
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1. Context and goals
Global bus-based interconnect has become a
bottleneck for future high-performance System-onChip. To alleviate the limitation of bus-based
solution, Network-on-Chip has emerged as a
promising alternative thanks to its scalability, high
bandwidth, better throughput and lower power
consumption. However, the conventional twodimensional integrated circuit (2D-IC) has limited
floor-planning choices with increasing number of
processing elements attached, limiting the potential
performance of two-dimensional Networks-on-Chip
architecture. In order to extend 2D-IC capabilities,
multiple layers of active devices are integrated using
vertical high-speed interconnection in a threedimensional integrated circuit (3D-IC) architecture.
This approach permits the use of three-dimensional
Networks-on-Chip (3D-NoC), which reduces the
interconnection lengths and improve the overall
Networks-on-Chip performance.
Among the vertical interconnection technologies,
Through Silicon-Via (TSV) has been accepted as
one of the most viable technology since it enables
faster and more power efficient inter-layer
communication across multiple stacked layers.
However, a large area overhead imposed by the
TSV interconnect pitch and the extra manufacturing
cost limit the number of TSV into 3D-IC. Additionally,
since TSVs present lower reliability, the risk of failure
in a 3D-IC will increase as the number of TSVs
increases. These limitations force the designer to
adopt an architecture of 3D-NoC partially connected
where only a subset of all vertical links will be
connected either due to the high-cost of fabrication
or the high rate of TSV failures.

virtual channel along the North and East direction to
be both adaptive and deadlock-free. Also, RuNS
presents a set of eight bits per router which is
combined with our TSVs status propagation and our
fault-tolerant routing algorithm to search for a
healthy elevator (vertical link). Additionally, RuNS
uses a rerouting mechanism and an escape-buffer
inside of each router to avoid dropping packets [1].

Figure 1: 3D-NoC Architecture

Target Architecture
We consider a partially connected 3D-NoC mesh
architecture, wherein the routers include, in addition
to the usual five ports (East/X+, West/X-, North/Y+,
South/Y-, Local), either an Up/Z+ port, a Down/Zport, or both (i.e. 5, 6 and 7 port configuration). The
Up and Down ports of the router are connected
vertically through TSVs, as shown in Figure 1. Each
TSV pillar is connected in all layers and we call them
“elevator”. That is, each elevator connects all layers
and have the Up and Down port.

In this context, many works have addressed the
vertical link (elevator) failure problem adopting faulttolerant techniques in the routing algorithm for 3DNoC. However, as it is explained in the section II,
most of the already existing routing scheme present
one or more of the following problems: A large
number of TSVs and Virtual Channels to recover
from faults, specific routing rules that pose
restrictions on the location and the selection of
TSVs, and/or an offline mechanism to reconfigure
the entire 3D-NoC after faults. All these techniques
either significantly increase the hardware resources
or need to drop packets in the reconfiguration phase
until the network goes back to its stable condition.
These issues motivated us to develop an efficient
and highly resilient routing scheme called RuNS
(Runtime fault-tolerant 3D Networks-on-Chip
Scheme) that can tolerate manufacture and runtime
faults occurring in the vertical link of a partially
connected 3D-NoC. RuNS requires one additional

Figure 2: Elevator configurable bits for:
(a) Initially operationwith all healthy elevators and
(b) Runtime faulty TSV status propagation in one hop

Locating Healthy Elevator and Propagating
Status
The challenge for the routing algorithm in a partially
connected 3D-NoC is to find an elevator to deliver
the packet through its source layer to its destination
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layer. To deal with this challenge, we have extended
the techniques proposed by [2]. Those techniques
determine the possible elevator’s position using
some configuration bits inside of the routers. In our
method, each router stores an 8-bit vector [North,
East, South, West, NE, NW, SE, and SW] indicating
the presence of at least an elevator in one direction.
For example, the North or South bits are set if there
is at least one elevator in the same column to the
North or the South, respectively. The NE and NW,
on the other hand, are used to indicate the existence
of an elevator in the northeast or northwest
directions, respectively. To illustrate how these 8-bits
are set, let us consider the example shown in Figure
2(a) where only the bits pointing to elevators are set
to one. In this example, the router 5 knows that there
are elevators in the East(E6), NE(E3), SE(E15) and
SW(E8) direction because the corresponding
elevator position bits from its 8-bits vector are set to
one: [01001011].
In order to propagate the elevator failures, as shown
in Figure 2(b), TSV status notification signals are
connected to the most adjacent routers of the same
elevator’s row and column allowing to share the
status of the elevator. After detecting a TSV fault,
each elevator transmits a signal to its closest
neighbor router indicating that it cannot work as an
elevator anymore. For example, let us assume that
elevator E6 is faulty, as shown in Figure 2(b). In this
case, the elevator E6 will send its signal statuses to
routers 2, 5, 7, and 10 indicating that it is an elevator
and has a fault.
Proposed Routing Algorithm
RuNS needs a total of eight virtual channels, which
are distributed along X(X0+; X0−; X1+), Y(Y 0+; Y
0−; Y 1+), and Z(Z0−; Z0+). These channels are
partitioned into three virtual networks, and each
virtual network has an acyclic configuration to avoid
deadlock. The virtual networks VN0 and VN2 use
both the same positive direction distributed as
follows: VN0 uses the X0+ and Y0+; VN2 uses X1+
and Y1+. The second virtual network (VN1) includes
the remaining directions, i.e. the negative direction
(X0−; Y0−) as well as the Up/Down direction (Z0+;
Z0−). In addition to virtual network definitions, the
packets must traverse virtual networks only in
increasing order (VN0 à VN1 à VN2). Taking the
Figure 3 as example, the proposed routing algorithm
based on the virtual network definition is described
as follows: When the source and destination are in
the same layer, or the packet has reached its
destination layer, the routing algorithm uses the
negative direction first (VN1), if the destination is
located at South, West, or Southwest of the source.
Then, the packets are routed using the positive
direction (VN2), if the destination is located at North,
East, or Northeast of the source. When the source
and destination are not in the same layer, the routing
algorithm routes the packet using the 8-bits of
Elevator location and the TSV status notification to
search for a healthy elevator in the positive direction
(VN0). If no elevator is found using the positive

direction (VN0), the routing algorithm uses the
negative direction (VN1) to search for a healthy
elevator. It is worth mentioning that the packets
should take VN1 to elevate to its destination layer.

Figure 3: Example of routing algorithm
with and without TSVs faulty

Simulation Results
Figure 4 shows the reliability comparison for the
Elevator-First, CoBRA, and RuNS under the effect
of double and triple faults. We can observe that for
double faults the reliability of CoBRA is almost the
same of RuNS. However, packets were lost in the
CoBRA when failures occurred in the two EAST
most elevators (E3 and E15 of the Figure 2(a)). It
has occurred because some packets are dropped in
the reconfiguration phase until the network backs to
its stable condition. The analysis of triple faults
occurring in the E3, E8, and E15, shows that RuNS
performs better than CoBRA since RuNS can send
all its packets to the healthy elevator E6, while
CoBRA needs at least one elevator at East or West
to avoid drop packets. The Elevator-First presents
the worst scenario for double and triple faults
because it cannot adapt itself to faults at runtime.

Figure 4: Reliability under double and triple faults for 4 TSVs
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